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Keeping up with malware threats is no easy task when nearly 400,000 
variants enter the landscape daily1. Cybercriminals repeatedly find 
new ways to break into networks and steal data. For cybersecurity 
professionals, this requires a constant watchful eye on evolving threats 
to ensure the right defenses are in place.

The problem looms, however, that the rate of malware evolution now 
exceeds human capacity to manually detect, making analysis of the 
constant barrage of zero-day threats, ransomware and other previously 
unknown malware an increasingly difficult problem to solve. Humans 
need help from machines to keep up with the threat landscape – and 
this explains why security vendors have become very aggressive in 
promoting their machine learning capabilities. 

But not all machine learning is created equal!

Some vendors simply haven’t been around long enough to collect the 
enormous amounts of threat data required by machine learning to 
produce actionable results. The algorithms they use to sift through data 
may not be as mature as that of a vendor that has collected data for a 
decade or two.

It’s also important to recognize that machine learning is only one 
weapon in the arsenal against malware. Effective cybersecurity entails 
protecting all network layers, including endpoints, email, applications, 
network protocols and runtime processes. No one single security tool 
can address all vulnerabilities. Machine learning has to work in tandem 
with other tools and processes, including antivirus, firewalls, intrusion 
detection, application whitelisting and web and email filters, to deliver 
maximum protection. 

FIGHTING RANSOMWARE AND ADVANCED THREATS 
WITH MACHINE LEARNING

Machine learning doesn’t replace 
other security tools; it adds a layer 
of security to protect against zero-
day threats, ransomware and other 
previously unknown malware.
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This e-book explains machine learning in the larger context of a comprehensive cybersecurity strategy. You will learn how it works, what threats it 
addresses, and how to make sound decisions when selecting a cybersecurity machine learning solution.

WHAT YOU WILL LEARN
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Machine learning is getting a lot of attention of late. Noting that more 
and more cybersecurity vendors are incorporating it into their solutions, 
Information Age recently posed the question of whether machine 
learning is the savior of cybersecurity2. “With internet crime growing at 
the rate it is, businesses need all the help they can get,” the publication 
argued. 

In an October 2015 survey of more than 10,000 executives in 133 
countries, PwC found that 23% of respondents were planning to invest 
in artificial intelligence (AI) and machine learning for security purposes 
in the following 12 months3. “That’s an impressive buy-in considering 
that these technologies were considered the stuff of science fiction not 
too long ago,” PwC mused in a report titled “Toward New Possibilities in 
Threat Management.” 

This focus on machine learning isn’t surprising. Security budgets 
are stretched and it keeps getting harder to recruit cybersecurity 
professionals with the requisite skills and knowledge to keep up with 
the threat landscape. But while machine learning is a fundamental piece 
in the larger cybersecurity apparatus, calling it the savior would be a 
step too far.

THE SAVIOR OF CYBERSECURITY?

Investing in Threat Management
Nearly a quarter (23%) of executives in an October 
2015 PwC study said they were planning to invest in 
machine learning and artificial intelligence for threat 
management. The survey also revealed executives were 
investing in the following areas:

• Intrusion detection tools: 52%

• Security intelligence monitoring and analysis: 51%

• Vulnerability assessments: 48%

• Threat assessments: 47%

• Threat intelligence subscription services: 45%

• Penetration tests: 44%

In adopting these threat-management technologies, the 
survey found, more and more organizations are turning 
to cloud-based solutions as opposed to traditional on-
premise systems. 
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The concept of machine learning isn’t new, despite its current turn 
in the technology limelight. As PwC intimated with its science 
fiction observation, the idea of endowing computers with “learning” 
capabilities is decades old. In fact, the concept dates back to the 
1950s, when computer scientists started grappling with whether 
machines can learn “without being explicitly programmed4.”

Machine learning is a subset of artificial intelligence (AI), which 
involves giving computers human capabilities such as decision-
making, speech recognition and visual perception. “Today, machine 
learning algorithms enable computers to communicate with humans, 
autonomously drive cars, write and publish sport match reports, and 
find terrorist suspects,” according to a recent Forbes article5.

Meaningful results from machine learning require crunching through 
mindboggling volumes of data. In a cybersecurity context, vendors 
train machine learning models on endpoints in the cloud and collect 
data from sources such as IP addresses and intelligence feeds, to 
identify threats, where they originate and where they’re likely to strike. 
Data volumes are so massive that humans couldn’t possibly keep up 
with them. But machines can – with impressive speed and precision.

Interpreted and applied correctly, information derived through 
effective machine learning helps organizations defend against new 
and evolving threats. Systems can even forecast where the next 
cyberattack will originate and where it will strike. Considering how 
dynamic and dangerous the threat landscape is, this capability is 
extremely valuable to cybersecurity professionals.

A LONG HISTORY

The concept of machine learning 
dates back to the 1950s. Besides 
cybersecurity, the technology is being 
employed in self-driving vehicles, sports 
and the fight against terrorism.
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As organizations start investing in machine learning, take caution. 
Machine learning has become a buzzword. This means more and more 
vendors will be claiming they have it, but some claims may be overblown. 
It takes many years of collecting data from millions of endpoints and 
other sources to develop accurate, reliable models.

For maximum effectiveness, machine learning has to be adaptive. As 
data changes over time, the machine “learns” by detecting changing 
patterns and trends, allowing it to stay current on new malware, such 
as zero-day exploits and other new threats. Many such threats are 
specifically designed to evade traditional security tools such as firewalls 
and basic antivirus. Those tools rely on signatures of existing malware 
to detect and block threats, so they cannot defend against malware for 
which signatures have not been written. 

Basic antivirus and firewalls also are not effective against malware that 
injects itself into a computer’s memory or RAM, instead of installing 
in the hard drive. Some malware, including some very common and 
persistent forms of ransomware, leverages this in-memory approach 
to elude detection. Some strains are even capable of eluding machine 
learning6, so it takes other techniques such as heuristics and sandboxing 
working together with machine learning to identify these variants.

TREAD CAREFULLY

No Stone Left Unturned
Machine learning algorithms need lots of data from 
a variety of sources to produce accurate, actionable 
results. Data is collected through internet crawlers, 
sensor networks, monitoring systems and threat 
intelligence feeds from sources such as:

• Mobile applications
• URLs
• IP addresses
• User files
• Endpoints
• Social media
• Botnets
• Cybercriminals’ internet chatter

In collecting threat data for machine learning, no 
stone can be left unturned. The more information 
gathered, the more focused results will be.
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MACHINE LEARNING CHALLENGES

In a recent study, 75% of security researchers said they view AI-driven 
cybersecurity tools as flawed, while 70% believe cyberattackers can bypass 
machine learning-based systems6. Perhaps that level of skepticism is 
excessive but there’s no question machine learning has to overcome some 
challenges. The volume of data involved alone is enough to give anyone 
pause, especially with 400,000 new malware variants surfacing daily. 

Current obstacles for today’s machine learning include:

Algorithm choice – Selecting a proper algorithm requires taking into 
account the volume, quality and type of data.

Feature selection – Choosing the right features improves the quality of the 
results but this often involves some trial and error.

Data acquisition – Collecting the necessary data is a major undertaking, 
especially considering how diverse and dynamic the threat landscape has 
become.

Setting parameters – Training a machine learning model requires setting the 
right parameters, a process that involves defining metrics, assigning values 
to the parameters and testing models for best results.

Machine learning has its skeptics 
in cybersecurity circles. 75% of 
security researchers in a recent 
survey say AI-driven cybersecurity 
tools are flawed and 70% believe 
attackers can bypass the tools.
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Addressing these challenges is critical for the following reasons:

Data Relevance – Models need to adapt constantly to produce relevant 
data. It requires human expertise and analysis to feed the right types 
of data to the models. Humans have to refresh algorithms by feeding 
them new samples to compare against their extensive lists of known 
good and bad samples. It’s a continuous process, rather than a ‘set it 
and forget it” proposition.

False Positives – To avoid false positives, the more samples of 
relevant data the engine crunches, the more refined the algorithms 
become, increasing accuracy and cutting down on false positives. This 
includes running “reputation checks” to determine if domains are good 
or bad based on current threat intelligence. Minimizing false positives is 
important because they waste time and erode confidence in a security 
solution’s effectiveness. 

Results Misinterpretation – Machine learning algorithms are only as 
good as the quality of data they are fed. A narrow breadth of samples 
will produce narrow results, which creates bias, limits usefulness and 
can lead to misinterpretation. For instance, an algorithm focused on 
executable files cannot provide adequate intelligence on dynamic files 
such as PDFs, Word or Flash. It would be a mistake to generalize the 
results.

Iterative Process – Machine learning is an iterative process requiring 
a series of refinements for meaningful results. Insights produced in 
the lab setting may not necessarily correspond to real-world situations, 
so it’s important to keep introducing information to reflect changes to 
applications and processes in user machines. Without this iterative 
approach, results start losing relevance.

Human vs. Machine – Machine learning adds a critical layer to 
cybersecurity defenses. One of its greatest benefits is speed. As 
models mature, they become faster and as close to real time as 
possible, enabling rapid detection and remediation. 

Machine learning also shines in another area, as a true workhorse 
for handling repetitive tasks and crunching massive amounts of 
information, which humans cannot perform with the same speed 
or accuracy. In fact, it is possible that humans can’t compete in this 
department at all, considering the volumes of data currently involved in 
threat detection. 

Humans are also not as adept at inferring facts from large data 
volumes. Determining the normal value of X will elude the human eye 
but it is less likely to get past the computer. Machine learning models 
discern behavior patterns and identify anomalous values by scanning 
millions of samples. The ability to infer ensures relevant trends and 
patterns don’t go unnoticed. And that can make a difference in stopping 
the next attack.

Humans are good at in-depth analysis and identifying nuances in 
malware code with help from heuristics and sandboxing. Heuristics 
provide problem-solving methods while sandboxing makes it possible 
to isolate malware samples to watch how they behave. Combining 
these tactics with advanced machine learning and signature-based 
security tools produces the ideal, multilayered cybersecurity approach.
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ALL ABOUT THE LAYERS

Vendors often tout a layered approach to security. But 
what does that mean exactly? To understand this concept, 
envision a security pipeline split into sections.

Layer 1.  The first section of the pipeline uses simple 
matching such as file hashes and other unambiguous 
matches to identify malware. This approach is fast and 
straightforward but malware authors have gotten very adept 
at bypassing it.

Layer 2. This involves looking more deeply inside malware 
samples and performing tasks such as code extraction 
and emulation. This process leverages expert-defined rule 
matching and it’s fast. It is also harder to fool than simple 
matching, as attackers have to use sophisticated code 
obfuscation or other evasive techniques to evade detection. 

Layer 3. A third section leverages machine-learning trained 
models to examine either sample characteristics or sample 
behavior and compares them against billions of known 
good and bad previously seen samples. The methods 
employed here can catch even the most evasive malware 
but the technology can get pricey. Because the models rely 
on statistical estimates, there's a greater chance of false 
positives and negatives.

No single layer delivers all the results you need. Each has its 
own setbacks. For instance, the machine learning process 
can miss some of the simple stuff, hence the need for 
multiple layers of detection. 
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When considering a cybersecurity solution with machine learning, cybersecurity professionals should look for the following:

WHEN CHOOSING A SOLUTION

An experienced vendor with a track record of 
delivering effective protection against new and 
evolving threats 

A comprehensive solution that combines machine 
learning with signature-based tools and behavior 
analytics to protect all layers, from the endpoint to the 
network stack to runtime processes

A solution that blends a vendor’s in-house capabilities 
with best-of-breed technology for maximum 
protection

Advanced functionality in a single solution without 
adding overhead costs for your organization

VIPRE delivers all of these benefits. With 20 years of experience collecting data from millions of endpoint around the world, VIPRE has the historical 
data to run highly effective machine learning algorithms. The solution combines machine learning with signature-based tools, threat intelligence and 
behavior analysis to protect you from both known and emerging threats. You get protection against viruses that have been out in the wild for years as 
well as zero-day exploits and unknown ransomware strains. 

And that’s the kind of protection today’s organizations need.



The goal of machine learning ultimately 
is to help you keep up with a threat 
landscape that evolves by the minute. 
Machine learning gives cybersecurity 
professionals a fighting chance against a 
relentless barrage of new threats such as 
ransomware. But in choosing an effective 
solution, cybersecurity professionals must 
cut through the hype of what has become 
one of the security industry’s favorite 
buzzwords. And remember, machine 
learning isn’t a miracle cure, but rather 
one in a multiple set of tools needed for a 
layered security strategy.

CONCLUSION
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VIPRE is the highest-rated, award-winning internet security product 
for businesses and home users. It is powered by the world's most 
sophisticated security technologies that protect millions of users from 
today’s top online threats, including ransomware, Zero-days and other 
malware that easily evades traditional antivirus. Backed by cutting-edge 
artificial intelligence, one of the world’s largest threat intelligence clouds 
and real-time behavior monitoring, VIPRE deploys in minutes to deliver 
unmatched protection without slowing down PCs. All VIPRE customers 
receive free U.S.-based technical support.

ABOUT VIPRE

Simply the Best.
VIPRE wins Top-Rated Security Product 
and consistently wins 100% block 
rates and zero false positivesfrom AV-
Comparatives.
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